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1. Introduction
Autonomous driving has become a very important subject of research and first pilot projects. 

Application of safety principles as e.g. fail-safe or safe-life is a very important tool to design and implement a 
safe system. 

Safety principles have already been described and applied to guided transport systems, including system 
with immaterial guidance principles.

UN resolution and SAE define five different levels:

0 No automation

1 Driver assistance

2 Partial automation 

3 Conditional automation

4 High automation

5 Full automation

For the levels 0-2, the driver is fully responsible for driving, starting from level 3 the automated driving 
equipment monitors the vehicle.

This different responsibility of human driver and technical driving system requires the application of safety 
principles. 



2. General Safety Principles
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Fail safe: If the system has a safe stopping state, i.e. a safe state in which it is not operational and this state is 
stable which can be reached fast enough, then the fail safe principle can be applied. It means that a system is 
brought into this sate if a failure occurs which cannot be tolerated. This principle can be implemented as 
inherent fail-safety, ractive fail-safety or composite fail-safety.

Safe life (fail operational): If the system does not have a safe stopping state which can reached fast enough, 
then the safety function has to be ensured. This is mainly done by using redundancies.

Fail silent: The fail silent principle is applied to a function the loss of which is tolerable since it is either an 
assistance function or the function is implemented in several instances. Then, failure of the function must be 
such that there is no repercussion on the safe functioning of the system. That means, that a fail-silent system 
must detect its failures and possible dangerous states and switch itself off without influencing other systems 
in a dangerous way.



3. Abstract Model of the System
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The vehicle consists of driving sub-
systems as steering, braking, 
acceleration systems etc. in a very
abstract manner. These sub-systems 
could be even very simple systems as 
pure mechanical steering system,
pneumatic brake systems etc. The 
driving is carried out by the human 
driver using these driving subsystems
directly.
If a vehicle shall be operated by a 
technical system which does the 
driving in place of the human driver
or supports the human driver, then 
this system must have access to the 
driving sub-systems. This is possible
only using a driving controller and 

actuator.
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There are different possibilities to operate the subsystems.

a. The driver can directly access the driving sub-systems, e.g. the steering wheel is mechanically connected

to the steered axle.

b. The driver accesses the driving sub-system via a controller and an actuator which operate the subsystem

electronically. A typical example for such a system is an electric parking brake.

c. The technical driving system accesses the driving subsystem via a controller and actuator
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We need to distinguish two situations:

• driving on an open road and

• driving on private territory

For driving on an open road, the Convention requires a driver to be always present which is implemented in 
the national law of almost all countries. 

For driving on private territory, the traffic law is not applicable – the car would be a moving machine. 
Nevertheless, also here, safety requirements have to be obeyed. 



4. Safety Integrity Level
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According to ISO 26262 this can be QM, ASIL A to ASIL D with ASIL D being the most severe. 

This system has to be applied for road vehicles with a gross weight of up to 3.5 t. 

For heavier vehicles (still) IEC 61508 would be applicable, which knows the safety integrity levels 1 to 4. 

For moving machines, IEC 61508 is applicable.



5. SAE Level analysis

28 November 
2018 Safety Principles for autonomous Driving9

In levels 0-1 execution of steering and acceleration and deceleration is in the responsibility of the human 
driver, the driver is responsible for monitoring and the technical system is able to support some driving modes 
(level 1).

That means, the human driver is doing the driving and the technical driving system can only add some 
supporting functionality.

In automation level 2, the system takes responsibility in some driving modes. The human driver monitors the 
technical driving system and he is the fall back solution. That means, that all technical systems are pure 
assistance systems.

R1) The driver must have the technical possibility to override the technical systems. An electronic 
control system needs to be that has an ASIL that coincides with the function, mainly this would be ASIL D. 
This control system then must have a priority input for the driver.

R2) The driver must have enough time to detect wrong or faulty behaviour of the technical driving 
system and react and be able to bring the vehicle back to a safe driving state. That means, that the 
controllers have to limit the influence of the technical driving system.
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Level 3 differs from level 2 in just one point. The technical driving system is 
responsible for monitoring of the driving equipment. 

R3) A clear handshake must be defined between human driver and technical 
driving system. Either the technical driving system must go on with functioning 
until the human driver has accepted to take over control or

R4) A certain time of e.g. one second is foreseen for the human driver to take 
over control at any time, if the technical driving system asks him to do so.
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Levels 4 and 5. 

In level 4 some driving modes are excluded which allows the technical driving system to have limited 
capabilities. However, when this system is active, it must be able to take full responsibility.

As a consequence, the technical driving system must always ensure safe driving and would need to be safe 
life. 

Requirements are derived the so called GAMÈ principle “All new guided transport systems must offer a level 
of risk globally at least as good as the one offered by any equivalent existing system“.

Two aspects are to be considered:

• Performance and

• The technical system (vehicle and technical driving system) are sufficiently free from dangerous 
failures.
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For performance, the technical driving system must be at last as good as a human driver in the relevant 
driving situations. If this cannot be ensured for all driving situations, the set of relevant driving situations must 
be limited and the human driver must handle the most complex ones.

For safety, as for any technical system an appropriate safety level (ASIL or SIL) is defined. 

R5) The performance of the technical driving system as reaction time, detection and handling of 
traffic situations etc. with an un-failed system must be at least as good as that of a human driver.

R6) The technical driving system must be developed according to a reasonable SIL / ASIL.

For level 4, a clear handshake must be defined how to pass over responsibility between technical driving 
system and human driver. The driving modes must be defined, where the technical driving system must not 
be used for reasons of e.g. insufficient performance. 

Handshake must be carried out either during standstill or the technical driving system must early enough 
inform the driver that it wants to pass control to the driver and the driver must take responsibility. If the driver 
does not take over, the technical driving system must still have the possibility to stop the vehicles as long as it 
is in a driving mode, where automatic driving is allowed and possible.
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If the driver passes responsibility to the technical driving system he must have responsibility until 

the technical driving system informs him that it has taken over responsibility.

When driving on an open road, the driver must be in full responsibility of the driving behaviour of 

the vehicle, see the Convention. Then, even if the technical driving system is able to perform up to 

SAE level 5 with the necessary safety integrity, the driver must have the possibility to intervene. 

So, the requirements under R1) and R2) mentioned for SAE level 2 hold if driving on an open road.



6. Implementation
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6.1 Arbitration between human driver and technical driving system

a) driving subsystems

The force applied by the driving controller and actuator must be so small that the driver can always overrule 
without a problem. 

b) driving controller and actuator

The driving controller has two inputs with different priority. The high priority input is used by the driver, the low 
priority input by the technical driving system. The driving controller detects overruling by the human driver and 
switches off the input from the technical driving system. 

c) technical driving system

Arbitration is between the human driver and the technical driving system. If the human driver overrules the 
technical driving system the latter does not generate its own control signals but simply transfers the signals of 
the human driver to the driving controllers.
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6.2 Technical implementation with safety principles

• Guidance

Mostly the steering of the axles needs to be safe life and a safe computer has to be used in the technical 
driving system to determine the steering angles. Another important function is determination of the location, 
where differential GPS, maps together with ultrasonic sensors, radar or lasers or cameras or different types of 
marking placed physical on the lane of the vehicle can be used. The safe computer will determine the real 
location and compare this with the assumed location as a result of its steering activities and correct or stop he 
vehicle.

• Braking and acceleration

Assuming that the vehicle moves along the desired trajectory, the vehicle needs to start, move and stop. So 
the vehicle needs to react to these commands. It is important to limit the speed e.g. in curves or at narrow 
places and to be able to perform an emergency stop, if parts of the system fail. In order to perform this 
function, the system needs to know the location.

Solely with these two functions the vehicle would move without taking into account the environment. 



Reaction to unforeseen events (obstacle)
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a) Fixed obstacle: Compare the real environment with a “blueprint” of the environment. This would require 
certain algorithms for detection and classification of objects

In a first step the obstacle as such needs to be detected. This is possible only at a certain distance and takes 
a certain time. This performance of the system might limit the speed, since the vehicle must always come to a 
standstill in front of the object.

In a second step the technical driving system classifies obstacles as “small”. If the obstacle is small enough 
and not tall, the vehicle might decide to go on with driving.

b) Moving obstacles: Must be traced and its motion must be predicted using the actual position and speed. It 
must also be taken into account whether the object can accelerate or decelerate or change its motion 
direction. The latter factors strongly depend on the nature of the object. The technical driving system must 
cluster moving objects according to their capability of motion. This might lead to the decision to stop.

Depending on the performance of the clustering and prediction algorithms, the technical driving system would 
behave more or less conservatively. With better algorithms the technical driving system would stop less 
frequently. 
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Fixed obstacles that could start moving are a combination of cases a) and b) discussed above. The technical 
driving system must not only trace moving obstacles but must also be able to classify fixed obstacles and 
provide a judgement on whether they might move and with which velocity and in which direction. A most safe 
strategy would surely be to stop at a safe distance of any unknown object.

If a proper reaction of the vehicle cannot be ensured for all driving situations, the set of relevant driving 
situations must be limited and the human driver must handle the more complex ones. This would lead to an 
SAE level 4 situation. An example would be a strategy, where the technical driving system takes over control 
on a motorway and the human driver in the city.



7. Problems
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7.1 Assume an autonomous vehicle cannot prevent an accident and needs to make a choice, e.g. between 
material damage, environmental damage and injury or – even worse – injuring or even killing either an older 
or younger person, another driver, the own passengers etc. Solution:

Detection of any obstacle above a certain size,

Prediction of movement of objects (which is the most complicated part),

Reducing speed if necessary to come to a standstill before such an obstacle.

7.2 A vehicle might optionally use additional information provided by the infrastructure, i.e. “looking around the 
corner”

7.3 Safety targets

Since the target of autonomous driving behaviour would always be the performance of a human driver, the 
technical driving system would have to fulfil this important requirement. Assume that autonomous systems will 
set a new target in the future – then the question will arise: Does the driver have the right to switch the 
automatic system off and decrease the achieved level of safety? 



8. Conclusion
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We have presented some ideas on possible safety architecture for autonomous driving, deduced from known 
safety principles and from general requirements. 

We have analysed the SAE levels and the implication for the safety architecture per level.

Possible implementation principles have been described and specific problems of autonomous driving have 
been discussed. 

It is recommended to follow the design principles as described in chapter 6 for the implementation of 
autonomous driving systems. 

These principles can also be used for safety assessment of autonomously driving vehicles.


